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Abstract

The exploitation of brain signals for biometric recognition purposes has received signif-
icant attention from the scientific community in the last decade, with most of the efforts
so far devoted to the quest for discriminative information within electroencephalogra-
phy (EEG) recordings. Yet, currently-achievable recognition rates are still not compa-
rable with those granted by more-commonly-used biometric characteristics, posing an
issue for the practical deployment of EEG-based recognition in real-life applications.
Within this regard, the present study investigates the effectiveness of deep learning
techniques in extracting distinctive features from EEG signals. Both convolutional and
recurrent neural networks, as well as their combinations, are employed as strategies to
derive personal identifiers from the collected EEG data. In order to assess the robust-
ness of the considered techniques, an extensive set of experimental tests is conducted
under very challenging conditions, trying to determine whether it is feasible to identify
subjects through their brain signals regardless the performed mental task, and compar-
ing acquisitions collected at a temporal distance greater than one year. The obtained
results suggest that the proposed networks are actually able to exploit the dynamic tem-
poral behavior of EEG signals to achieve high-level accuracy for brain-based biometric
recognition.
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1. Introduction

Biometric recognition systems are nowadays deployed in many real-life applica-
tions, ranging from border control to verification on a mobile device. Although se-
veral biometric traits have already achieved the plateau of their productivity, such as
face, fingerprint, and iris, prominent researches are still carried out to design innova-
tive recognition systems, relying on other characteristics, which may possess useful
properties not available in mainstream solutions. In this regard, in addition to the us-
age of physical or behavioral traits, cognitive biometrics [1], involving the acquisition
of biosignals generated by the nervous system while performing a specific task, has
been recently proposed for high-security applications. Notable examples belonging to
this category include the heart activity [2], the skin electrodermal activity [3]], and also
the brain activity [4]. Exploiting such characteristics as biometric identifiers allows
to inherently guarantee liveness detection. Moreover, recording the aforementioned
activities at a distance is impossible, thus making it therefore very hard to implement
presentation attacks on systems based on them.

As far as brain activity is concerned, among the possible solutions available to
record the associated signals, such as functional magnetic resonance imaging (fMRI),
near-infrared spectroscopy (NIRS), positron emission tomography (PET), magnetoen-
cephalography (MEG), and electroencephalography (EEG), this latter has been mostly
considered in the context of biometric recognition, due to the relative inexpensiveness
of the associated acquisition devices, and their ease of use [5]. However, despite the
fact that the first proposals of using EEG signals for biometric recognition purposes
date back to the 80s [6], several issues still have to be properly addressed before EEG-
based biometric systems could be realistically deployed in practical applications [7].
From a hardware point of view, it would be in fact desirable to design innovative ac-
quisition devices, which could allow to collect brain signals with good signal-to-noise
ratio (SNR) without being too cumbersome and uncomfortable to be worn. Currently,
wet electrodes are commonly preferred to measure the electric potential difference be-
tween distinct positions on the scalp surface, yet they require to put electrolyte gel on

the scalp, thus causing subject inconvenience and a non-negligible setup time. Alter-
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natives based on dry electrodes exists, yet the quality of the acquired signals is still not
comparable with the one guaranteed by wet electrodes, and the typically-used electrode
shape may cause ache for prolonged acquisitions [8]].

More importantly, novel approaches are required to extract distinctive features from
the collected EEG signals, in order to evaluate whether recognition rates comparable
with those achieved through other well-established biometric traits can be guaranteed.
Although several studies have mentioned the possibility of reaching perfect recognition
performance when using EEG-based identifiers [9} [10]], their reliability is highly ques-
tionable, since data collected from few users, or during a single acquisition session,
are often employed in such evaluations [11]]. As deeply discussed in [12] and [13], a
proper analysis of the discriminative capabilities of EEG signals has to be conducted
using data collected during multiple acquisition sessions, in order to avoid that the esti-
mated performance depends on session-specific exogenous conditions, instead of only
on the personal characteristics of the involved subjects. When this precaution is taken
into account, the attainable recognition rates significantly worsen, testifying the need
for further research on the extraction of discriminative features from EEG signals [14].

Taking the aforementioned aspects into account, the effectiveness of employing
deep learning techniques to process EEG signals for biometric recognition purposes is
investigated in this paper, in order to assess whether their usage could allow achieving
high-level recognition performance, even under challenging realistic scenarios. Specif-

ically, the major contributions of the reported study include:

o the proposal of several novel neural network architectures, exploiting convolu-
tional, recurrent, as well as combinations of such kinds of network, to be applied
on different representations of the considered EEG data. The comparison be-
tween the performance achievable through the proposed networks, and through
those already presented in literature, sheds some light on which network charac-
teristics should be considered to attain high recognition accuracy in EEG-based

recognition systems;

e the exploitation of hand-crafted features, extracted from the recorded brain activ-

ity, as input to neural networks for recognition purposes. As outlined in Section
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P} state-of-the-art biometric approaches applying deep learning to EEG signals
have so far exploited only raw temporal data as input to the proposed networks.
The tests here described have been instead conducted to investigate whether, and
under which conditions, it could be useful to feed feature representations of EEG
data to the considered networks, instead of applying these latter directly to raw

EEG signals;

the usage of the largest multi-session dataset ever employed to evaluate an EEG-
based biometric recognition systems, in terms of enrolled subjects, employed
elicitation protocols, number of recording sessions, and temporal distance be-
tween enrolment and recognition stages, to test the proposed deep learning ap-
proaches. As outlined in Section 2] the applications of deep learning for EEG-
based biometric recognition has been so far investigated considering datasets
comprising signals collected during at most two sessions, from a number of
users in the order of a dozen, while performing a single task. The tests here
reported have been instead conducted on a database comprising EEG recordings
taken from 45 users during five sessions, for each of which six distinct acquisi-
tion protocols have been considered. The proposed networks have been therefore
designed in order to be suitable for recognition purposes under different mental

conditions;

the first proper evaluation of the feasibility of recognizing subjects using their
brain signals, regardless the performed mental task. In addition to a task-dependent
modality, in which EEG signals acquired according to the same protocol are
compared, a task-independent modality has been also taken into account in the
performed tests, investigating whether the proposed networks can extract, from
the EEG signals of the considered users, distinctive information which could

remain stable across both time and performed brain activity.

The paper is organized as follows. Section [2]illustrates the current state of the art
on the use of deep learning techniques for EEG signal processing, for both biometric
and non-biometric purposes. The architectures investigated in this paper, as well as the

representations of EEG data used as their input, are outlined in Section [3| where also
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the preprocessing applied to the considered brain signals is described. The performed
tests and the obtained results are then discussed in Section @] while conclusions are

eventually drawn in Section [5]

2. Deep Learning of EEG Signals

In order to be employed for a given application, EEG signals are typically processed
to generate feature-based representations, which should possess properties specifically
suited for the sought purpose. For instance, in case certain brain states have to be
recognized, yet without the need for discriminating between different subjects, the de-
sired characteristics should be invariant to both inter- and intra-subject differences.
This kind of features would be needed for applications implementing brain computer
interfaces (BCIs), whose aim is to understand the intentions of a user through his/her
brain signals, or for medical purposes, where abnormal brain activities should be iden-
tified as markers of possible diseases. Conversely, EEG representations with limited
intra-subject variability, yet able to retain inter-subject differences, are required when
processing brain signals for people recognition purposes in biometric systems. Thanks
to their ability in automatically learning the features resulting in a (local) optimum
of the considered performance metrics, deep learning techniques have been recently
adopted to cope with both the aforementioned scenarios.

Convolutional neural networks (CNNs) have been in fact recently exploited to de-
sign several BCIs [15]. For instance, brain signals captured from subjects elicited
by motor imagery (MI) stimuli are interpreted in [[16], while a system able to detect
braking intention under different car driving conditions is proposed in [17]. Medical
applications have been also developed as in [18], where automatically-learned brain
features allow to predict and localize the focus of a seizure in medically refractory pa-
tients. Emotion recognition systems, able to identify human’s emotive state by analyz-
ing and processing brain signals, have been proposed in [19]] and [20]], while systems
for monitoring subjects’ fatigue and drowsiness have been considered in [21]. Deep
learning techniques have been also proposed to preprocess EEG signals by detecting
artifacts in [22]].

Although time-domain inputs are fed to the considered CNNs in most of the afore-



125

130

135

140

145

150

mentioned applications, such as in [17], [19], and [22]], the processing applied to the
collected EEG signals often include a feature extraction step, as in [16] and [21] where
representations in the frequency domain have been extracted before applying deep
learning, in [18] where time-frequency features expressed through wavelets have been
exploited, and in [20] where connectivity characteristics have been instead used. The
networks employed in all the aforementioned approaches comprise a limited number of
convolutional layers, i.e., between one and three, followed by a fully-connected layer
and a softmax.

CNNs have been also employed for EEG-based biometric recognition purposes as
in [23]], where brain signals captured in both eyes-closed (EC) and eyes-open (EO) sce-
narios have been processed by a network with two convolutional layers to classify ten
subjects. A shallow network with a single convolutional layer has been proposed in
[24]] to extract features from EEG signals acquired from 30 subjects during the presen-
tation of visual stimuli. Visually-evoked potentials (VEPs) deriving from visual stimuli
shown to 40 subjects have been also processed by a four-convolutional-layer CNN ar-
chitecture in [25]], while signals acquired from 100 subjects performing a driving task
in a virtual-reality interactive driving platform have been used as inputs of a network
comprising three convolutional layers in [26]. The same number of convolutional lay-
ers has been employed in [27] to deal with EEG signals collected from 50 subjects
while performing MI tasks, and also in [28] to classify the signals taken in EC and EO
conditions from the 109 subjects available in the Physionet EEG Database. A steady
state visual evoked potential (SSVEP) protocol has been considered in [[29], where sig-
nals captured from ten subjects have been processed through six convolutional layers,
as well as in [30]], where recordings from eight subjects have been used as input to a
network with two convolutional layers. A rapid serial visual presentation (RSVP) pro-
tocol has been used in [31]], where a network with two convolutional layers has been
trained on the event-related potentials (ERPs) extracted from the EEG signals collected
from 15 genuine users. The same protocol has been also considered in [32], where an
adversarial CNN with four layers has been used to process inputs from ten subjects.

In addition to CNNs, deep learning techniques involving recurrent neural networks

(RNNs5) have been also applied to EEG data processing. Actually, being the acquired
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signals an expression of the dynamic behavior of brain activity, exploiting networks
able to keep an internal memory state for managing the temporal characteristics of se-
quences of inputs seems a natural choice. Long short-term memory (LSTM) networks,
the most-widely employed kind of RNN architecture, have been in fact used to investi-
gate brain disorders as in [33]], implement BCI applications for MI or meaningful event
detection as in [34], [35], and [36], recognize emotions as in [37], and also estimate
cognitive workload as in [38] and [39]]. As for applications based on CNNs, the inputs
of the adopted recurrent networks can be given by either the raw EEG signals as in [36]
and [37], by features extracted from them during preprocessing, using for instance PSD
[35]], [38] or wavelet characteristics [34], or even by representations obtained through
CNNss [33].

Few recent works have also tested the effectiveness of RNNs in processing EEG
signals for biometric recognition systems, as in [40]] where recordings from eight sub-
jects in relaxed EC conditions have been fed to LSTM networks, or in [41] where data
taken from 109 subjects performing MI tasks have been considered.

It has however to be remarked that most of the studies proposed in literature regard-
ing EEG-based biometric recognition systems using deep learning approaches have
been carried out considering improper experimental conditions, with the reliability of
the reported results severely compromised. In fact, single-session EEG data have been
considered in several works as in [41]], while acquisitions from two sessions have been
used either in both enrolment and recognition stages as in [40], or to estimate only
verification performance in terms of false rejection rate (FRR) on the same subjects
employed to train the considered network for identification [31]]. Proper experimental
tests have been performed only in a handful of works, summarized in Table [I} Yet,
as can be seen from the reported summary, a significant number of subjects have been
taken into account only in [25] and [27]], with a single mental task considered in both
cases, and recognition performed over EEG signals lasting minutes, due to the need
for extracting ERPs. The recognition accuracy achieved in such works, estimated com-
paring signals taken from distinct sessions, is typically low, even when considering
datasets with few users as in [32[]. It is also worth mentioning that, differently from

what has been done for BCI and medical applications, approaches applying deep learn-
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Table 1: State-of-the-art on deep learning techniques for EEG-based biometric identification.

Paper Sessions Period Subjects Channels Protocol EEG Duration Network Accuracy
1251 2 1 week 40 19 VEP 5 min CNN, 3 conv layer 98.8%
127] 2 1 week 50 19 MI 4 min CNN, 3 conv layer 81.2%
1301 2 1 day 8 9 SSVEP 10s CNN, 2 conv layer 96.7%
[32] 3 8 days 10 16 RSVP 05s Adv. CNN, 4 conv layer ~ 71.6%

ing techniques to EEG signals for biometric recognition purposes have used only raw
temporal data as inputs of their architectures.

The tests reported in this study have been designed while taking into account the
limitations of all previous attempts. Novel neural network architectures, exploiting
CNNs and RNNs both separately and jointly, have been therefore defined and fed with
both raw EEG data and hand-crafted features extracted from them, as described in
Section [3] The proposed solutions have been tested over a large dataset comprising
EEG data collected from 45 subjects performing six mental tasks during five distinct

recording sessions, spanning a period larger than one year, as outlined in Section {4

3. EEG-based Biometric Recognition with Deep Learning Techniques

The general framework of the proposed EEG-based identification systems is de-
picted in Figure [} During enrolment, the EEG recordings of U users are collected,
and employed to train a neural network. At the identification stage, a novel EEG ac-
quisition is preprocessed and segmented into frames, which are fed as inputs to the
trained network to estimate the identity of the presented subject, first for each frame,
and then on the basis of the whole recorded EEG signal. The preprocessing applied
to the collected EEG signals, common to all the considered systems, is presented in
Section [3.1} The representations derived from preprocessed data to be used as inputs
of the proposed networks are outlined in Section The descriptions of the networks
exploited to perform EEG-based biometric recognition are then given in Sections [3.3]

and 341

3.1. Preprocessing

It is assumed that EEG recordings are acquired from a user v employing C elec-

trodes placed on the user’s scalp, generating the raw signals s(*®), ¢ =1,...,C.
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Figure 1: Graphical outline of the proposed EEG-based identification systems.
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A spatial filtering is first applied to the collected data, in order to improve their
signal-to-noise ratio (SNR), using a common average referencing (CAR) filter [42].
The mean voltage sensed over the entire scalp is subtracted from the raw EEG signals
of each channel, obtaining v(%¢) = g(u:¢) — % 25:1 s(%:9) A frequency band-pass fil-
tering is then performed, limiting the considered signals within the [, 5] = 8 + 30Hz
subband, which previous studies have shown to contain the most discriminative and
permanent EEG content [[12f], [13]. Whatever the acquisition frequency employed for
data collection, a downsampling to D = 64Hz is then performed to reduce the compu-
tational complexity of the subsequent processing, without discarding significant infor-
mation given the considered subband, thus obtaining the preprocessed signals g(*:¢).

A segmentation process is eventually carried out, generating from each EEG acqui-
sition s(*) a set of K overlapping frames g(u ) = 1,..., K, each lasting L = 5s,
with an 80% overlap factor between consecutive frames. The so-generated frames are
treated as EEG samples in the considered systems, and therefore employed as training
data upon which the proposed networks are learned, as well as query probes whose
owner should be identified during recognition.

3.2. Data Representations

In order to be fed to the considered networks, the frames obtained from prepro-
cessed EEG signals can be represented in different formats. In fact, CNNs require
inputs in the form of matrices or tensors, whereas RNNs works with sequences of data.
As outlined in Section [2] both kinds of network have been employed in literature us-

ing as inputs either raw time-dependent EEG signals, or features extracted from them.
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In this latter case, hand-crafted characteristics are first generated from the treated raw
EEG data, before using them to automatically learn some alternative descriptors during
network training.

In order to perform a comprehensive analysis of the deep learning architectures
suitable for EEG-based biometric recognition, the present work reports in Section 4] an
extensive set of experimental tests, carried out while taking into account several distinct
representations of an EEG frame.

3.2.1. Frame-based Representations

An EEG frame generated according to the preprocessing described in Section

comprising the C' signals g,gu’c), ¢ = 1,...,C, can be represented in a format rfcu)

consisting of:

e a matrix My with size C' x (L - D), whose rows represent the temporal behavior
of the EEG signals acquired through the considered channels. Such data could
be used as input to a CNN, as proposed in [23]], [27], [30], and [32];

e asequence St of L - D vectors having size C' x 1. Such data could be used as

input for an RNN, as proposed in [40]];

e a set M, of C sequences, each comprising the L - D elements of a channel.
This representation can be exploited by training a joint RNN + CNN network,
where each sequence is modeled with an RNN, and the last internal states of
each RNN, expressed through H coefficients, are organized into a C' x H matrix

used as input to a CNN.

The aforementioned approaches directly apply deep learning techniques to raw
EEG data in order to extract discriminative features, and use them to classify the
considered traits. State-of-the-art deep learning approaches to EEG-based biometric
recognition have actually resorted to M or St representations of EEG data.

Yet, hand-crafted features could be alternatively derived from each EEG channel,
and used as inputs for standard classifiers or deep neural networks, as already done for

BCI and medical applications [21]. A frame can be therefore represented also as:

10
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e a matrix My with C rows, each containing W features associated to a channel

of the considered frame, to be used as input to a CNN;

e a vector mp comprising C' - W elements, obtained concatenating the rows of
Mp. This approach is actually the one commonly adopted in most state-of-
the-art EEG-based biometric recognition systems, exploiting standard classifiers
such as nearest neighbor (NN) or support vector machines (SVMs) to perform

classification [[13]].

With respect to the exploitation of the temporal behavior of EEG signals, resorting to
hand-crafted features makes the employed representations independent of the adopted
sampling rate D and frame duration L. The adopted features should be obviously
selected in order to retain the discriminative information contained in EEG signals.
Given the high reliability shown in several studies [13]], auto-regressive (AR) models
and mel-frequency cepstrum coefficients (MFCC) are here jointly used to provide a
highly-discriminative manually-defined EEG representation.

Specifically, AR modeling has proven to be one of the most effective represen-
tations for EEG signals employed in biometric recognition systems [43]]. Each c-th
channel gliu’c) of a given k-th frame can be modeled as a realization of an AR pro-
cess of order O, obeying the linear difference equation g,(cu’c) [t] = — 200:1 agzg?o) :
g,gu’c) [t — o] + w]t], where w[t] is a realization of a white noise process with standard
deviation o qu’oc;, and a](;zg?o), o=1,...,0, are the AR coefficients. These latter can be
estimated through the Yule-Walker equations [44], which can be solved iteratively em-
ploying the Levinson algorithm. Such approach introduces the reflection coefficients
Plfu(g)) of order O, employed in the proposed systems to represent each EEG channel.
Their estimation can be obtained with the Burg’s method [44], directly operating on the
observed data g,(cu’c), rather than passing through their autocorrelation function, with
O = 12 in the performed tests.

As for the employed MFCC modeling, it has been traditionally used in applications
involving speech processing, and recently exploited also for the biometric analysis of

brain data [45], showing its ability in achieving superior performance with respect

to other descriptors, such as those based on power spectral density (PSD) or spectral

11
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coherence (COH) [13]]. In the adopted implementation, a filter bank with 18 mel-
scaled triangular band-pass filters is first applied to the EEG spectrum G,(Cu’c) of each
c-th channel. The natural logarithm of the resulting cepstral bins is then evaluated
to filter the underlying neural activation signals from the effects of their propagation
through the skull [46]. A discrete cosine transform (DCT) is eventually performed on
the resulting values, with the desired MFCC representation obtained by selecting the
first O = 12 DCT coefficients, excluding the DC component.

In the performed tests, described in Section E} a total of W = 24 features are
therefore associated to each channel when generating the representations M r and mp.
3.2.2. Sub-frame-based Representations

Alternative representations can be generated by splitting each frame into overlap-
ping sub-frames, then describing each available sample as a sequence of elements.
Specifically, systems performing the division of each frame into () = 17 sub-frames
lasting J = 1s, using a 75% overlap factor, have been considered in the performed
tests. When resorting to such approach, a frame can be interpreted as different kinds of

sequences, that is, as:

e asequence S, of ) matrices, each with size C' x (J - D). A joint CNN + RNN
network can be trained over these data, with a recurrent network receiving as

input the feature representations generated by a CNN trained over raw data;

e a sequence S of () matrices, each with size C' x W, being W the number of
hand-crafted features associated to each channel in a sub-frame. A joint CNN +
RNN network can be trained over these data, with a recurrent network receiving
as input the feature representations generated by a CNN trained over the adopted

hand-crafted characteristics;

e asequence Sy of @ vectors, each comprising C' - W elements defined by man-
ually extracting features from the channels of a sub-frame. Such data could be

used as input for an RNN.

Eventually, a frame can be represented as a set M, of C sequences, each made of

@ vectors with size 1 x W, containing the features extracted from each sub-frame. This

12
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Table 2: Employed representations of an EEG frame, used as inputs for the considered classifiers.

r,(;” Source Type Elements Structure Input to
Mrp Frame  Matrix Raw data C x (L-D) CNN
St Frame Sequence Raw data L - D vectors with C' coefficients RNN

M, Frame Sequences Raw data (' sequences, each with L - D coeft. RNN + CNN

Mp Frame Matrix  Features CxW CNN

mpg Frame Vector  Features cC-w Standard classifiers
S Sub-frame Sequence Raw data ) matrices with size C' x (J - D) CNN + RNN
S¢ Sub-frame Sequence Features @ matrices with size C' x W CNN + RNN
Sr Sub-frame Sequence Features Q@ vectors with C' - W coefficients RNN

M, Sub-frame Sequences Features C sequences, each with @ 1 xW vectors ~ RNN + CNN

representation can be exploited by training a joint RNN + CNN network, where each
sequence is modeled with an RNN, and the last internal states of each RNN, expressed
through H coefficients, are organized into a C' x H matrix used as input to a CNN.

A resume of the tested representations, with their main characteristics and the net-
work to which they are supposed to be fed, is reported in Table[2| A diagram depicting
the generation of the employed EEG representations is also reported in Figure 2] The
networks considered in the performed tests are discussed in the following sections.

It is just worth mentioning that, in addition to the aforementioned frame represen-
tations, two additional tensorial structures could have been considered when dividing a

frame into overlapping sub-frames, namely:

e a(C x (J-D) x @ tensor M, containing EEG raw data to be directly provided
as input to a CNN;

e a(C x W x @ tensor M,,, containing feature extracted from each channel of a

sub-frame, to be provided as input to a CNN.

Nonetheless, such representations are not considered in the following discussion, since
they are conceptually similar to M and M, respectively, and yet they achieve worse
recognition performance while being characterized by an higher computational com-

plexity.

13
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Figure 2: Graphical outline of the proposed representations of an EEG frame.

3.3. CNN Architectures

CNN s represent the class of deep neural networks commonly employed to process
data with a grid-like structure, like matrices or tensors. The layers of a CNN perform
a convolution (actually, a cross-correlation) between their inputs and a set of kernel
filters, whose coefficients have to be learned during the training stage, thus producing
outputs fed to the next layer.

Most of the CNNs employed in the EEG-based biometric recognition systems men-
tioned in Sectionemploy square kernels having size [5 x 5] as in [25]], [27]], and [31]],
with [3 x 3] and [4 x 4] filters also used in [29]. Such choice results in architectures with
a limited number of convolutional layers, typically in the order of two or three, since
pooling layers reducing the size of the treated data, and providing translation-invariant
properties, are typically employed after them, thus making the number of employed
electrodes C' a limiting factor for the depth of the network. In fact, C' is usually in the
order of some dozens, and should be possibly kept to numbers as low as possible to
minimize the discomfort of users when wearing the EEG acquisition devices.

Conversely, uni-dimensional kernels are here employed to allow the processing of
each channel to be performed independently one from the others. Specifically, [1 x L]
filters, with L € [3 + 6], are employed to process the considered representations in the
time- and feature-based domains, while a single [C' x 1] filter is employed to compute

the connectivity among the available channels. The overall number of layers in the

14
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proposed architectures is therefore independent on the number of used channels C,
since this latter only affects the size of the spatial filter employed in a single layer.

The CNN architectures applied to each of the considered EEG representations are
detailed in Table[3] As input, they can receive either raw EEG temporal data when using
My or S, as frame representations, hand-crafted features when exploiting Mg or
S¢, or also features generated by an RNN when adopting M, or My representations.
In all the considered cases, the employed convolutional layers produce 1024 features,
which can be either provided to a fully-connected (FC) layer whose size depends on the
number U of considered users, followed by a softmax layer based on a cross-entropy
loss function, or used as input to another stage exploiting an RNN, as when considering
S- and S; representations.

In the adopted implementations, each convolutional layer is followed by a batch
normalization layer. Rectified linear unit (ReLU), max pooling (MP), and dropout
(DO) at 50% layers are also used. Network training is performed on the representations
r,g“), k=1,...,K,u =1,...,U, derived from the EEG signals recorded from U
subjects during enrolment, using Adam [47]] as gradient-based optimization algorithm.

3.4. RNN Architectures

RNNSs represent the class of deep neural networks commonly employed to process
data characterized by a temporal dynamic behavior. This kind of network receive in-
puts, update its hidden states depending on previous computations, thus maintaining a
memory of the information processed so far, and produce outputs making predictions
associated to either each element of the sequence or the whole sequence altogether.

LSTM units have been here exploited to model the considered sequences of in-
puts. Networks based on LSTM units are capable of learning long-term dependen-
cies handling a memory cell (1) using an input gate (i), an output gate (o), and a for-
get gate (f), which regulate the flow of information into and out each unit. Letting

s(z) = (1 + e~*)~! be the sigmoid function, and 7(x) = 20(2x) — 1 be the hyper-

15
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Table 3: Employed CNNss architectures, depending on the chosen EEG representation.

(a) input: M7, My,, M (b) input: S,

(c) input: Mg, S¢

#  Layer Filters #  Layer Filters # Layer Filters

L; Conv (1x5x1)x32 L; Conv (1x5x1)x128 L1 Conv (1x5x1)x256
Lo Relu - Lo Relu - Lo Relu -

Lz MP 1x2 Lz MP 1x2 Lz MP  1x2

Ly Conv (1x5x32)x64 Ly Conv (1x5x128)x256 Ly Conv (1x5x256)x512
Ls Relu - Ls Relu - Ls MP 1x2

Le MP 1x2 Le MP 1x2 Le Conv (C'x1x512)x512
L7 Conv (1x5x64)x128 L7 Conv (1x5x256)x512 L7 Relu -

Lg Relu - Lg Relu - Lg DO -

Lg MP 1x2 Lg MP 1x2 Lg Conv (1x3x512)x1024
Lip Conv (1x5x128)x256 Lip Conv (C'x1x512)x512  Lg Relu -

L1171 Relu - Li1 Relu -

Liz MP  1x2 Li> DO -

Li3 Conv (1x5x256)x512 Li3 Conv (1x4x512)x1024

Lig MP  1x2 Lig Relu -

L1s Conv (C'x1x512)x512

Lisg Relu -

Li7 DO -

Lig Conv (1x6x512)x1024

Lig Relu -

bolic tangent function, the LSTM unit is updated at time-step ¢ as:

ey

if] = <(Wix[t] + Ush[t — 1] + by)

ft] = <(Wyx[t] + Ush[t — 1] + by)

ot = ¢(Wox[t] + Ush[t — 1] + b,)

] =t ol —1]+ift] © n(Wex[t] + Uchlt — 1] + be)
hit] = oft] © n(1ft]),

where i, f,0 € RY are the activation vectors for input gate, forget gate, and output gate

respectively. h € RY is the output vector of the LSTM unit, 1 € RY is the cell-state

vector, U € RY*Y b € RY are the weight matrices and bias vector for the gates to

be learned during training, ® is the Hadamard element-wise product, x =€ RZ is the
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input vector to the LSTM unit, and W € RY*Z with Z = 1 for Sz, Z = C for M,
Z = 1024 for S; and S¢, and Z = W for M.

Bidirectional LSTM (BLSTM) networks, where distinct units are used to process
information from past (backwards) and future (forward) states, thus generating two
separate hidden layers with access to the past and future context of every element in
the sequence, have been here employed. The performed tests have actually highlighted
the superior performance achievable by BLSTM, with respect to LSTM, in terms of
both recognition accuracy and processing time. The last outputs h of the employed
LSTM units, obtained when the input sequences have been completely parsed, are
provided as input either to a 50% dropout layer, followed by an FC layer producing U
outputs and a softmax layer, or to a CNN as when M, and M, are considered. The
hidden layer of the employed RNNs is composed by Y = 1300 units when processing
inputs as St, S-, S¢, and S, therefore generating a representation with H = 2600
coefficients, while Y = 180 units are used for each channel when dealing with the
EEG representations M, and M, for which therefore H = 360. Adam [47] is used
for training LSTM networks too.

Tests with deep RNNs, stacking LSTM units on top of other LSTM units thus
generating a temporal hierarchy, have also been performed, yet the associated results
are not reported in the following being them typically worse than those achievable with

networks having a single layer of (bidirectional) units.

4. Experimental Evaluation

An extensive set of experimental tests has been carried out in order to evaluate the
effectiveness of using the proposed deep learning approaches for EEG-based biometric
recognition. The considered database is described in Section d.1] while the performed
tests and the obtained results are outlined in Section {21

4.1. Employed Database

In order to evaluate whether a user could be recognized using the brain activity
recorded while performing a given activity, a huge database containing EEG acqui-

sitions from 45 subjects, taken during six different mental tasks, has been taken into
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Figure 3: Acquisitions’ sessions temporal distribution (adapted from [13]]).

account. Specifically, the longitudinal database described in [13]], together with exten-
sions of the database employed in [25]], [27]], and [48]], have been exploited to properly
test the proposed neural networks.

Brain signals collected at an original sampling rate of 256 Hz, using a GALILEO
BE Light amplifier equipped with C' = 19 wet electrodes, are here considered. Five
different recording sessions, indicated in the following as R;, Ro, ..., Rs5, have been
arranged for each of 45 subjects, all in healthy conditions and with an age in the range
between 21 to 34 years, with an average of 25 years, at the time of the first acquisition.
The average distances between the first and the other four recordings are: Ag, g, = 1
week, ARl,RS = 1 month, ARl,R4 = 7 months, and ARl,Rs = 16 months, with the
distributions of the time distances Ar, g, .7 = 2,...,5 elapsed between the first and
the n-th EEG acquisition of each subject depicted in Figure 3]

EEG signals have been collected from each subject according to the following six

elicitation protocols:

e resting state with eyes closed (EC), with subjects keeping their eyes closed while
relaxing for four minutes. This represents the most-commonly-used protocol
when acquiring EEG signals for biometric recognition purposes, and commonly

guarantees the best possible recognition accuracy;
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e resting state with eyes open (EO), with subjects asked to fix a light point on the

screen for four minutes while keeping a relaxed state;

motor imagery (MI), during which subjects are asked to perform an imaginary
movement depending on which one out of four images is shown on the screen,
contemplating right-arm, left-arm, right-leg and left-leg movements. As de-
scribed in [27], each stimulus is randomly displayed for three seconds, after
which an empty black screen is shown for 1.5 seconds. Twenty occurrences of

each stimulus are here considered, with each session lasting six minutes;

speech imagery (SI), where subjects are asked to mentally reproduce the sound
of a vowel observed on the screen. Each of the 5 vowels is shown 20 times
in random order for three seconds, with two seconds of blank screen between

consecutive stimuli, for an overall recording period of about eight minutes;

visual stimulation (VS), during which eight images, each of a different geometric
shape, are displayed on a screen for 250ms, followed by a black screen lasting
450ms. Each geometric shape is presented in a random order for 60 times, there-
fore resulting in a total session period of about five minutes. As described in
[48]], the appearance of each image generates a visually-evoked potentials (VEP)
in the observer, while a peculiar response is elicited when the target shape is

shown;

mathematical computation (MC), with subjects asked to perform cognitive tasks
consisting of simple mathematical operations such as sums and differences of
integers. During each session, 28 operations are shown on the screen, each for
five seconds with a two-seconds interval between consecutive demands, for a

total session duration of about three minutes.

The employed protocols stimulate different brain activation patterns, being the con-
sidered tasks related to distinct neural oscillatory activities. In general, it can be as-
sumed that slower brain rhythms are dominant during relaxed states, while the faster
ones are typical of information processing operations. EEG signals recorded in EC

conditions show a predominant contribution of & = [8 <+ 13]Hz oscillations in the
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parieto-occipital region of the scalp [49]. A widespread activity reduction resulting
in a neuronal o desynchronization, and corresponding to an increased arousal due to
basic processing of visual information [S0], is commonly observed turning to EO rest-
ing conditions, together with an increase in § = [4 + 8]Hz band power. Attentional
and semantic memory demands lead to a further suppression of « activity, with an in-
volvement of central and frontal brain regions [51]. Performing ST and MI tasks in fact
results in increased oscillatory activity in 5 = [4 <+ 8]Hz band by the motor cortex in
the centro-lateral side of the scalp [52]. The need for concentrating and successfully
encoding new information in tasks based on VS and MC implies greater involvement
of the frontal lobe, with an increase in 6 = [0.5 + 4]Hz, 3, and v = [30 = 40]Hz bands
[53].

The considered EEG data are treated as continuous streams to which the processing
described in Section |3|is applied, without any connection to the specific events which
may have triggered them in the considered elicitation protocols. Differently from [25],
[27], (48], and also [13]], the temporal references to the shown stimuli are therefore
discarded during the enrolment and recognition phases of the systems.

As already remarked in Section [l the database used for the experimental tests
here described is by far the largest multi-session dataset ever employed to evaluate an
EEG-based biometric recognition systems, in terms of enrolled subjects and employed
elicitation protocols.

4.2. Tests and Results

In order to properly test an EEG-based biometric recognition systems, it is required
to compare data collected during distinct recording sessions. Taking this into account,
very challenging conditions have been considered in the performed experimental tests,
by comparing EEG signals captured at an average distance of at least 15 months for
each considered subject.

In this scenario, the recognition performance achievable when employing standard
classifiers has been first evaluated, as detailed in Section [4.2.1] Deep-learning-based
approaches already proposed in literature for EEG processing have also been analyzed,
as outlined in Section[d.2.2] The results obtained when employing the EEG representa-
tions and networks proposed in Section [3]are then discussed in Section[4.2.3] In all the
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Table 4: Rank-1 IR (mean and confidence interval, in %) over a single EEG frame achievable with standard

classifiers applied to the m r EEG representation (best performance for each protocol in bold).

Protocol
Classifier
EC EO MI SI VS MC
NN 66.8+03 53.7+02 548+02 576402 541403 575+02
LDA 81.8+04 684+03 733403 7214+02 70.1+£02 71.9+£02
SVM 812+03 663+02 697+£02 7264+03 696+02 71.7+03

LDA + SVM 81.6+03 69.0+0.2 751+03 732+02 733+£03 726=+04

considered cases, enrolment has been performed using the first three available sessions
of each user, while data acquired during the fifth session has been used for estimating
identification accuracy. Whenever required, the fourth session has been used to pro-
vide validation data, in order to determine the most-suitable number of epochs needed
to properly train the exploited systems. A cross-validation evaluation modality has
been carried out, repeating for five times the training and testing procedure over each
of the considered protocols and classifiers. At each iteration, 150s of the data available
in each of the first three session have been used for training purposes, 90s of the fourth
recordings for validation, and 90s of the fifth recordings for testing purposes.
4.2.1. Performance of standard classifiers

As a baseline reference, the performance attainable with standard classifiers ap-
plied to the mr representation of the considered EEG frames has been first evaluated.
The considered classifiers include state-of-the-art supervised approaches such as NN
with Manhattan distance [12]], Fisher linear discriminant analysis (LDA) with Man-
hattan distance [54], SVM with Gaussian kernels and a one-versus-one comparison
design [S3]], and also a novel approach considered for the first time in this work, ex-
ploiting SVM classifiers over LDA projections of the original representations. The
obtained recognition accuracies are reported in Table 4] in terms of rank-1 identifica-
tion rate (IR), for identification probes consisting of a single frame, that is, five seconds
of EEG data. The obtained results confirm EC as the protocol guaranteeing the best
possible recognition accuracy. The MI, SI, VS, and MC protocols all achieve similar
performance levels, while the EO acquisition modality performs notably worse than

the others. The highest accuracies are achieved using the LDA + SVM classifier here
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introduced. Nonetheless, even considering that the reported results are referred to a
scenario where acquisitions taken at a time distance greater than one year are com-
pared, further performance improvements would be highly desirable in order to allow
EEG-based biometric systems be deployed for practical applications.

4.2.2. Performance of state-of-the-art neural networks

Neural networks already proposed in literature for EEG processing have been em-
ployed to perform people identification too. The considered networks include both
general-purpose architectures proposed in field-leading works regarding EEG signals,
as well as networks specifically used for EEG-based biometric recognition.

Tests have been in fact conducted using the Deep ConvNet and the Shallow Net
architectures designed in [56] to perform oscillatory signal classification, as well as
the EEGNet framework proposed in [57]] to perform automatic EEG feature extraction
in BCI applications. Furthermore, the neural networks specifically designed to cope
with EEG-based biometric recognition in [25], [27], and [30], have also been consid-
ered. All the aforementioned approaches apply CNNs to EEG templates based on raw
temporal data, analogous to the M7 representation defined in Section

It has to be specified that the application of neural networks as originally described
in the aforementioned papers has not guaranteed proper recognition rates. The follow-
ing modifications have had to be made in order to improve the performance achievable

with deep learning techniques already proposed for EEG processing:

o the employed filters have been adapted to be applied to EEG signals sampled at
64Hz. Lowering the employed sampling rate facilitates the process of parameter
learning during network training, due to the possibility of using shorter filters,
thus requiring less training time, and allowing to achieve better performance,
with respect to the use of the original proposals at 128Hz or 256Hz in [56], [57]],
and [30];

o for all the considered approaches, the number of kernels employed at each con-
volutional layer has had to be notably increased, with respect to the original

versions proposing the usage of few filters as in [57],
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e the number of dropout layers in Deep ConvNet has been notably reduced, since
the original version proposed in [56]] could not have been trained to give accept-

able performance;

e batch normalization layers have been employed in the networks proposed in [25]]

and [27]], which otherwise would have reached far lower recognition rates;

e instead of exponential linear unit (ELU), square, or logarithm, rectified linear
unit (ReLU) has been employed as activation function, due to the better accura-

cies obtained with it.

Interest-
ingly, the obtained recognition rates are far better than those reported in [25], [27],
and [48], where EEG signals captured using MI and VS protocols are treated while
considering the temporal references of the employed stimuli, which are here instead
discarded.

Analyzing the obtained results, it can be seen that using square kernels in the em-
ployed convolutional layers, as in [25] and [27], ensues in general worse performance
than resorting to uni-dimensional kernels, with the exception of the EC scenario,

. The network in [30], derived from the Shallow
Net in [56], outperforms this latter thanks to the usage of smaller pooling layers. EEG-
Net, which employs more conv layers than [30]], guarantees the best results among the
considered state-of-the-art approaches. However, it can outperform a standard clas-

sifier using LDA and SVM only when considering the EO and VS protocols, while
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Table 5: Rank-1 IR (mean and confidence interval, in %) over a single EEG frame achievable with state-

of-the-art neural networks proposed for EEG processing (best performance for each protocol in bold).

Network # parameters Training Protocol

(millions) time (min) EC EO MI SI VS MC
Deep ConvNer [56] 1.233 21 76.5+0.2 62.7+£0.3 60.9£02 542403 59.6 +0.3 485 +£0.2
Shallow Net [56] 0.506 16 772+ 04 644+03 67.8£03 52.1+£0.2 68.7+0.2 454+0.2
EEGNer 571 1.002 47 81.7 £ 0.3 74.6 £ 0.2 72.8 £ 0.2 70.5 + 0.3 74.6 = 0.3 72.5+ 0.3
[125] 26.887 45 66.8 +0.3 60.6+0.2 594 +£02 47.84+0.2 563+ 0.3 446+0.2
1271 44.371 70 814+03 682402 653+0.2 56.8£02 63.3+02 53.61+0.2
1301 0.534 17 79.6 £ 0.3 68.0+0.2 68.5+£03 542402 693+0.2 426+ 04

s7s  worse results have been obtained in all the other scenarios. Furthermore,

. Even though Deep ConvNet comprises more layers than
EEGNet, it achieves worse results due to the excessively small size of the employed
kernels.

580 The networks presented in Section (3| have been designed taking into account the
strengths and weaknesses observed in the considered state-of-the-art approaches for
EEG processing: batch normalization is used after each conv layer, while limiting
dropout. Networks comprising the largest possible number of layers, given the usage
of uni-dimensional kernels with a length in between those used in Deep ConvNet and

sss  EEGNet, have been defined. The number of filters exploited in each conv layer is
significantly larger than those employed in [56]], [57]], and [30]. A single conv layer
with spatial filters, computing measures of connectivity between channels, is included.
The same considerations have been taken into account when designing the networks to
be applied on hand-crafted feature representations of EEG data.

soo  4.2.3. Performance of the proposed neural networks

The performance achievable when applying the proposed deep learning approaches
to the EEG frame representations detailed in Section [3]are reported in Table [6] where
identification probes consisting of a single frame are taken into account.

The reported results show that the proposed networks notably outperform both

sos  standard classifiers and state-of-the-art network architectures proposed in literature for
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Table 6: Rank-1 IR (mean and confidence interval, in %) over a single EEG frame achievable with the deep
learning approaches proposed in Section[3] considering different acquisition protocols (best performance for

each protocol in bold).

Protocol
Represent. Network EC £O I SI vs MC
M CNN 8594+03 7514+05 795+04 77.14+£0.2 7954+0.7 80.8+0.3
St RNN 609+ 1.0 4554+03 439+ 13 487+34 449+04 461+£15
My RNN+CNN  826+£03 724+£02 766£02 76.1£02 772£02 77.8£0.3
Mp CNN 90.6 +0.2 80.6+0.2 854+03 834+02 81.6+03 853+0.2
S, CNN+RNN 840402 732+02 772+£0.2 7624+02 78.6+£04 785+0.3
S¢ CNN+RNN 914+02 81.9+02 862+03 84.1+03 814+03 86.1+03
Sr RNN 89.7+03 788+02 799+04 79.14+03 77.24+0.2 81.54+03

My RNN+CNN 813+02 73.8+02 79.6£03 76.7+£02 77.1£02 80.8+£0.2

EEG processing, with improvements in recognition rates ranging from 7% to 14%, de-
pending on the considered stimulation protocols. Again, the highest IRs are achieved
when considering the EC protocol, with three networks attaining performance at about
90% of correct recognition using probe EEG signals lasting only five seconds, and
taken after a time-lapse of about 15 months from enrolment.

The obtained results also suggest that it is not advisable to train RNNs directly over
raw EEG data, as when considering the St and M, representations, and performed

in [40].

the best recognition rates are achieved when either RNNs or CNNs are trained over
hand-crafted features instead of raw EEG data, with the joint exploitation of both kinds
of networks typically guaranteeing the best recognition performance for EEG probes

made of a single EEG frame.

It therefore seems that extracting discriminative information from the
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Figure 4: Rank-1 IR (mean, in %) versus identification time, considering different acquisition protocols. (a):
EC; (b): EO; (¢): MI; (d): SI; (e): VS; (f): MC.

originally acquired EEG signals, in order to reduce the amount of noise and the overall
intra-class variability, turns out to be useful for effectively training neural networks,
and thus achieving high recognition results. Similar behaviors have been observed
when applying deep learning techniques to speech biometrics, with the effective use
of frequency representations derived from the considered samples as input to neural
networks [58].

When EEG probes longer than a single frame are available for identification, the
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Table 7: Rank-1 IR (mean and confidence interval, in %) over a single EEG frame achievable with the best
state-of-the-art approaches, and the neural networks here proposed, for EEG probes captured in any of the

considered acquisition modalities.

Deep learning Approaches
mpg; LDA + SVM Proposed
EEGNet [57]
Mr; CNN MFp; CNN Sr;RNN  S¢; CNN +RNN

779 +£0.2 79.7+0.3 84.4+0.2 86.9 + 0.3 82.8 £0.2 843 +0.3

outcomes from different frames can be combined according to a majority-voting rule to
perform a decision, as depicted in Figure|l} Figure |4|shows the rank-1 IRs attainable,
for increasing lengths of the employed identification samples, when considering the
best representations and architectures among those presented in Section[3] that is, Mp
with CNN, My with CNN, Sy with RNN, and S, with joint CNN + RNN.

It can be noticed that IRs greater than 90% can be achieved for all the considered
stimulation protocols with identification sessions lasting at most 12 seconds, with per-
fect accuracy achievable for the EC scenario exploiting 22 seconds of EEG recordings
for identification purposes. A significant improvement with respect to state-of-the-art
approaches is therefore guaranteed by the proposed deep learning methods also when
considering identification probes longer than a frame.

Further tests have also been carried out to verify whether neural networks can be
exploited to effectively train a classifier for identifying a person regardless the spe-
cific mental task being performed. Toward this aim, the best architectures here pro-
posed have been trained over sets of frames taken from 150s of consecutive recordings
randomly-chosen from each of the first three sessions, while considering all the EEG
data captured according to the six considered acquisition protocols as a whole. Frames
taken from the fifth session of any of the considered protocols have been then used as
identification probes, therefore performing the recognition phase without caring about
the specific mental task performed by the subjects.

The achieved results are shown in Table [/, where the IRs attainable using a single
frame as identification probe, exploiting either the proposed deep learning methods or

the best state-of-the art approaches, are reported. The reported performance rates con-
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Figure 5: Rank-1 IR (mean, in %) versus identification time, for EEG probes captured in any of the consid-
ered acquisition modalities.

firm the large superiority of the deep learning approaches here proposed over methods
known in literature to perform EEG-based identification. Interestingly, the obtained
IRs are better than those achieved when performing training and testing over EEG data
captured over a single protocol, with the exception of those attained with reference
to EC conditions. Such behavior can be explained considering the greater amount of
training data, i.e., six times larger than those exploited for each individual protocol,
available when performing this kind of test. Having the possibility of exploiting larger
amount of EEG data also notably assists the training of networks applied to raw EEG
data represented as M, with the performance gap with respect to the use of hand-
crafted features notably reduced, compared to the task-dependent scenarios considered
in Table [6] The amount of data available for training purposes is therefore highly-
relevant for properly exploiting the designed architectures, especially when resorting
to EEG representations in the form of raw temporal signals.

The behaviors reported in Figure[5] showing the rank-1 IRs obtained for increasing
lengths of the considered identification session, testify that the networks here proposed
achieve recognition performance greater than 96% with probes lasting 20s, perform-
ing EEG-based identification regardless the performed mental task, and considering a
temporal distance of 15 months between enrolment and recognition. Conversely, ap-
proaches based on state-of-the-art networks are less effective than standard classifiers

using LDA and SVM.
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5. Conclusions

The present work has thoroughly evaluated the suitability and effectiveness of
exploiting deep learning approaches to perform EEG-based biometric identification.
An extensive set of experimental tests has been performed over a large longitudinal
database comprising EEG data captured from 45 subjects during five recording ses-
sions, with six acquisition modalities considered to evaluate the recognition perfor-
mance achievable when the involved subjects perform different mental tasks.

The obtained results have highlighted the large superiority of the classifiers here
proposed over standard methods exploiting LDA and SVM, and also over state-of-the-
art methods employing neural networks to process EEG data. The proposed EEG rep-
resentations and network architectures have allowed to achieve interesting IRs, larger
than 96% for identification sessions lasting about 20s, and taken at a temporal dis-
tance greater than one year from the enrolment, when performing EEG-based biomet-
ric recognition irrespective of the performed mental task, therefore providing a solid
foundation motivating the use of the considered biometric modality in real-life practical
applications.

The performed tests have also shown the usefulness of training CNNs and RNNs
over hand-crafted features extracted from the acquired EEG data, instead of directly on
the raw data themselves. The present study therefore highlights the need for both in-
vestigating the definition of discriminative hand-crafted features to be used as inputs of
neural networks, as well as designing novel end-to-end deep learning approaches which
could be effectively trained, in order to fully exploit the discriminative capabilities of

EEG biometric data and improve the currently achievable recognition performance.
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