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Abstract. Ciphertext-Policy Attribute-Based Encryption enables fine-grained
access control by binding ciphertext decryption to user attributes. While
most practical schemes are pairing-based and rely on assumptions vulnera-
ble to quantum attacks, lattice-based approaches offer post-quantum secu-
rity at the cost of reduced expressiveness. In this work, we present the first
direct benchmark of open-source implementations from both families across
diverse hardware, assessing their performance toward the design of practical
quantum-resilient access control systems.
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In recent years, Attribute-Based Encryption (ABE, |22]) has gained significant
traction as a versatile cryptographic primitive for securing data in distributed and
untrusted environments, generalising the more classical notion of Identity Based En-
cryption (IBE, see [23]). Its main appeal lies in enabling fine-grained access control
over encrypted information by binding decryption capabilities to descriptive at-
tributes rather than to specific user identities. Among the various ABE paradigms,
the Ciphertext-Policy variant (CP-ABE, [3]) embeds access policies directly into the
ciphertext, allowing data owners to specify, at the time of encryption, the exact set
of attributes required for decryption.

More formally, a CP-ABE system typically involves three roles: a central author-
ity (CA) responsible for setup and key issuance, data owners who encrypt under a
chosen policy, and users who can decrypt only if their attributes match the policy
requirements. CP-ABE schemes are built on four core algorithms:

Setup run by the CA to generate public parameters and a master secret
KeyGen run by the CA to issue a private key bound to a user’s attributes
Encryption run by data owners to produce a ciphertext under a chosen policy
Decryption run by users to recover the plaintext if attributes allows
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Table 1. Overview of CP-ABE schemes implemented in major open-source libraries.

Library (Language)
Algorithm | Primitive OpenABE Charm Rabe CiFer  GoFe PALISADE Ref.

(C++) (Python)  (Rust) (C) (Go) (C++)

|28] 12] |11 |8 |12 |181120]
WATERS Pairing n n \25]7
JYJGXD | Pairing n 15 |
RW Pairing ] \21J7
YAHK Pairing n 6] |
CGW Pairing | l6] ]
FAME Pairing ™ n ™ ]
AR Pairing ™ 4] |
TBPRE Pairing ] | 16}7
YLLC Pairing ] \27}7
AW Pairing ] ] | 13]7
BSW Pairing ] ] \3]7
BDABE Pairing ] \5]7
‘ 77 ‘ Lattices ‘ n ‘ \ZQJJ

For completeness, we note that extensions to the classical CP-ABE model ad-
dress challenges such as key escrow and recovery [30], key revocation |[7], and
multi-authority settings [9]. A further relevant distinction is between small-universe
schemes, where the attribute set is fixed at setup, and large-universe schemes, where
attributes may be drawn from an unbounded domain.

Since the seminal work of Bethencourt, Sahai, and Waters [3|, most practical
CP-ABE schemes were designed around pairing-based cryptography: this approach
offers efficient algorithms, mature implementations, and a well-established secu-
rity model [17]. However, it depends on number-theoretic assumptions (like e.g.
Decisional Diffie-Hellman |4} |10]) which are known vulnerable to polynomial-time
quantum attacks via Shor’s algorithm [24]. This vulnerability has motivated interest
in other primitives, including lattice-based cryptography, and in particular Learning
With Errors-based schemes, which offer strong post-quantum security guarantees
and favourable asymptotic efficiency in some settings |19].

Despite the availability of benchmarks comparing CP-ABE schemes within the
same cryptographic family, no prior work has directly compared pairing-based and
lattice-based CP-ABE in a unified setting. Such a comparison is challenging due
to differences in parameter domains, security levels, and algorithmic bottlenecks,
as well as the scarcity of open-source lattice-based implementations (see Table .
Nonetheless, this analysis is valuable for practitioners seeking to balance perfor-
mance, security, and implementation complexity, particularly for deployment in
quantum-resilient systems; in this work we aim filling this gap.
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Methodology

For our analysis, we select two representative CP-ABE implementations: the Wa-
ters’ scheme [25] (OpenABE, [28|) as pairing-based representative and Zhang and
Zhang’s LWE-based scheme [29] (PALISADE-ABE, [20]) as lattice-based contes-
tant. The first features a mature and actively maintained library, representative of
classical CP-ABE deployments, while the latter is a state-of-the-art post-quantum
secure approach. Both implementations are open source, tested by the research
community, and configured to provide comparable expressiveness.

For the benchmark setup, we performed 1000 repetitions per configuration, on
two distinct hardware platforms. The first consists in a high-end cloud virtual ma-
chine (VM), hosted on the CloudShare platform provided by the NTT Innovation
Lab, with a 16-core Intel Xeon E5-2660v4 CPU and 400GB of RAM. The second
is a low-end setup built on a Raspberry Pi 4B (RP1i), equipped with a quad-core
ARM Cortex-A72 and 4GB of SDRAM. A dual-platform setup aims at capturing
performance both in server-class deployments and in resource-limited edge devices.

In details, to assess scalability we measured the timing for each fundamental
function at the varying of the universe size (attribute numbers ranging from 6 to
32), with an all-and fixed policy. Both schemes were run at equivalent target security
levels (128-bit classical security).

Results

In what follows, we discuss the results of our experiments (see also Figure|l).

On both platforms, the pairing-based scheme consistently outperformed the
lattice-based one in setup phase by a factor of 3.2x; as expected, OpenABE ex-
hibits constant timings, independent of the number of attributes, while PALISADE
shows a clear linear growth, reaching a maximum difference of approximately 276
ms at 32 attributes on the high-end VM. It is worth noting, however, that in most
deployment scenarios, the setup phase is performed only once during the system’s
initialisation. As such, even a considerable difference in execution time may have
limited practical impact.

The gap widen for Key Generation phase, reaching an average multiplicative
factor of 8.3x for the VM and of 7.1x for the RPi. To provide a concrete compari-
son, for 32 attributes, OpenABE completes the operation in roughly 85 ms against
the 799 ms taken by PALISADE on the VM, clearly demonstrating the compu-
tational weight of the lattice-based approach. Overall, the impact of the high-end
device over the RPi is between 3x and 4x. Such an impact is more relevant in
practice, as the operation is to be carried out each time a novel user sign in the
system; however, the computational burden might be mitigated in part by the de-
ployment context. Furthermore, the most costly operation in PALISADE consists
in trapdoored-randomness generation, which can be inherently carried out off-line
w.r.t. the actual keygen phase.
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Fig.1. Summary of the performance gain (ratios) amongst the different hardware plat-
forms and cryptographic schemes. Annotated bars indicate average speed-up ratios, while
grey error bars represent the minimum and maximum observed values. (left) Relative ad-
vantage of executing each library on the VM with respect to the RPi. (right) Comparative
advantage between OpenABE and PALISADE on both platforms: bars denote either an
OpenABE advantage (blue, circles) or a PALISADE advantage (orange, stars), depending
on which library performs better for a given operation.

Amongst the four main functions, Encryption is the one showing the more com-
petitive times in both environments, aligning almost perfectly on the VM and pre-
senting only minimal advantage (1.7x) for the lattice-based scheme on the RPi.
This is notable given that encryption is performed by data owners often using mid-
to low-end devices, making PALISADE particularly appealing for edge-centric de-
ployments. This is further confirmed as the VM gain w.r.t. the RPi is the overall
less impacting, being generally lower than 2x on PALISADE.

The most notable trade-off is, however, in Decryption. Here, the lattice-based
scheme consistently outperforms the counterpart, with speedups of 57-73x on the
VM and 44-52x on the RPi. While OpenABE’s pairing-based scheme scales linearly
with the number of attributes, reaching up to 1.3 s, PALISADE maintains near-
constant times due to its lightweight matrix—vector operations and rounding steps.
Being less expressive, PALISADE’s efficient decryption cost is particularly attractive
for constrained environments, where decryption is frequent and often performed by
resource-limited end users.

Conclusions

This study presents the first direct performance benchmark of CP-ABE schemes
built on pairing- and lattice-based primitives, comparing OpenABE’s implementa-
tion of Waters’ scheme with PALISADE-ABE’s Zhang—Zhang construction. Tests
on both a high-end virtual machine and a resource-constrained Raspberry Pi re-
veal complementary strengths: from one side, the lattice-based approach present
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outstanding decryption performance in a quantum-safe environment, maintaining
near-constant times as attribute count grows and outperforming the pairing-based
counterpart; on the other hand, the pairing-based implementation achieves better
results in setup and key generation, while also offering greater policy expressiveness
and universe size support.

Overall, the results indicate that lattice-based CP-ABE is highly promising for
constrained or decryption-intensive scenarios, while pairing-based schemes remain
preferable when complex policies and large universes are required. Bridging this
gap will require advancing lattice-based designs to support richer policy structures,
large-universe settings, and auxiliary features such as key delegation. Future re-
search should also investigate implementation-level optimisations and hardware ac-
celeration to further reduce the performance gaps.
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