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Abstract—This letter proposes a higher order moments-based of the satellite network (primary) satisfying some consiisa
spectrum sensing method for detecting unauthorized access in  on the interference temperature. Then, paggrpfoposed a
underlay cognitive satel_llte communication networks. _Exﬂnltlng secure BF scheme in cognitive satellite-terrestrial nelovay
the second, fourth and sixth-order moments of the receivedignal, inimizing the t it hil teei
an estimate of the hidden signal power is evaluated. Then, & minimizing the _ransml power, while Quara” eeing a r_ange 0
power estimation of the unauthorized user is used as decisio Outage constraints at bOth the Satel“te and terrestrlﬁfsus
variable to distinguish among the presence or absence of an Other interesting developments can be also findSjnwhere
unauthorized transmission within the satellite communicéion  the authors propose a method aimed at designing cognitive
network. The effectiveness of the proposed algorithm is asssed 4 qrjay |inks within the framework of satellite communica-
by simulation. The analyses have shown that it overcomes s@mn fi to iointl I th . d th i
recently published techniques failing in detecting hiddenusers Ions 1o 19'” y _a ow _e primary gn € cogni |v_e users
in underlay cognitive satellite communications. to transmit efficiently using the available powers. Withire t

iy . I context of cognitive satellite terrestrial networks(J devel-

Index Terms—Cognitive satellite communication networks, db f . h f icati d
spectrum sensing, underlay communications, high order mo- ope ?a,m Orm'n_g scheme for secure Comm_un'ca lons unaer
ments, noise uncertainty. rate-splitting multiple access (RSMA) assuming the system

operating in millimeter wave band. Moreover,1] studied
the possibility of having multicast communication comjmis
. INTRODUCTION both satellite and aerial integrated network with RSMA, vehe

OGNITIVE satellite communications are emerging as Both technologies operate in the same frequency band and are
C promising solution to improve the spectrum utilizatiorfontrolled by the same network. Finally, an overlay sdeelli
efficiency and provide high throughput with a ubiquitougerrestrial network is also considered ihZ], where beyond
coverage in future beyond 5G (B5G) and 6G communicatiolie Primary satellite communications, there is a terrakstri
[1]. Such communications scenarios impose significant taredfiternet-of-things network, opportunistically selectéuat acts
as compared to the previous generation of communicatiBnPower-domain multiplexing to both assists the primary
networks, and demanding requirements are further impogde@fwork and also accesses to the spectrum.
on satellite communications’], To address such challengesHowever, to the best of our knowledge, no attention has been
recent advances in wireless network security have beendiurtdedicated to the detection of unauthorized communications
explored in the context of cognitive satellite netwof}. [ in cognitive satellite systems, where the scenario of fre-
Nonetheless security matters in conventional satellite nfluency sharing is represented by the coexistence between th
works have been effectively investigated so far, secunestra 9eostationary (GEO) and non-geostationary (NGEO) sttelli
mission issues in cognitive satellite communications arigeq N€tworks. In particular, the NGEO system (i.e. the secondar
limited. Some efforts have been carried out in satellitétSer, SU) should not incur harmful interference to the GEO
terrestrial networks: Lin et al.4] studied the security issueSystem (i.e. the primary user, PU) according to the policy
of a cognitive satellite-terrestrial network, where a raultOf the Radio Regulationsl[]. Recently, the authors inl]
antenna BS was employed as a source of green interferencittize hypothesis testing and maximum posteriori to detec
improve the secrecy performance of primary satellite netwo NGEO satellite signals which impact GEO system. In addjtion
In [5], authors investigated the resource allocation schenifgy compare the performances of their method to the ones
in a secure cognitive satellite-terrestrial network witne t Of the conventional spectrum sensing approach, namely the
presence of a multi-antennas eavesdropper. Analogously€ferdy detector (ED)1[5. However, since both these two
[6], the focus is on the designing of a hybrid satelliteMethods exploit the signal energy, they fail in detecting
terrestrial spectrum sharing system comprising several tBidden communications where the SU (i.e. the unauthorized
restrial secondary networks that cooperate with the pymaNGEO) masks itself under the noise floor with an even lower
satellite network. Similarly, 7] studied the performance of transmitting power.
a multi-beam cognitive satellite terrestrial network whexr 10 address such issues, we propose here a novel (and the
mobile terrestrial network (secondary) gets some ressurdést to the best of our knowledge) higher order moments-
based spectrum sensing technique to detect low power unau-
F. Benedetto, G. Giunta and L. Pallotta are with the Signdhorized satellite communications in the presence of piyma
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that exploit spectral opportunities transmitting below an in-  differently to jammer signals, the NAU does not provide any
terference threshold, not causing harmful or even disruptive damage (or the damage can be neglected) to the guesting
interference to the incumbent services. Even if the unautho- network because of its low power. Nevertheless, it is imgoutrt
rized users do not cause harmful interference, they must toeidentify the presence of these non authorized transaomssi
effectively detected since they represent a system vubilitya because they can cause a vulnerability to the network djrect
We consider here the problem of unauthorized user detectiompacting on the providers’ costs as well as users security.
when the GEO satellite is working all the time since the cdse ©herefore, a sensing Earth station is devoted at revedling i
unauthorized detection when the GEO is not working has beaNAU is transmitting in spite of the licensed GEO system,
considered in 7] (i.e. overlay spectrum communications). as pictorially reported in Figuré. The NAU can affect both
The line of reasoning of the proposed technique consiststire downlink and uplink transmissions, that can be studied
exploring the capabilities of the second-, fourth-, andtsix separately; however, without loss of generality as well as
order moments of the received (GEO plus Gaussian noise plasavoid redundancies in the exposition, the study is herein
unauthorized NGEO) signal to obtain an effective estimatecused on the downlink phase only.
of the hidden signal power only. In fact, the above moments
are the best suited candidates because they can be effctive
estimated (estimation error increases with moment’s grder
and mathematically derived in a closed form. In particular, L
the unauthorized NGEO signal power is estimated by linearly  rmvary
combining both the second-, fourth-, and sixth-order mamen ; NeTWORK
of the received samples, that is then exploited as the decisi ;
variable to distinguish among the presence or absence (
the hidden communication. Our computer simulations show;-’A)GEQ,ﬁ;nh
that the devised method, in the presence of noise unceftaint  station
can effectively detect such unauthorized hidden signallewh | ¢ <
the method in [4] and the conventional ED fail in such } i}
a detection. Therefore, we do not provide comparisons ir%
our simulation tests, because of the lacks of other effectiv _ :
. . . . C) Sensing
methods for detection of underlay satellite communication . ™. Earhstation

For the reader ease, herein we summarize the main noveltit ’ :

introduced in this letter:

o Study of the problem of detecting low-power underlay
spectrum satellite communications when the primaggure 1. Descriptive scenario of the satellites configaragffected by the
GEO satellite is Working all time; presence of an unauthorized user.

o Development and analysis of a higher order moments-
based spectrum sensing technique for the quoted appliAs to GEO system, the same system model aslif, [
cation in scenarios of practical interest. [17] is used, which considers the presence of a GEO satellite

The structure of this letter can be summarized as in tif@Pable of transmitting with a possible power level chosen

following. Sectionil is devoted at formalizing the problem ofWithin a finite set, Viz.ogeq; > ... > 0geq; > 0, and hence
non authorized transmission detection in satellite corrigaun it Uses a fixed power level during the transmission period
tions as well as to derive its solution. Sectibh provides a [14- AS to the sensing Earth station, an isotropic radiating
discussion of the results of numerical simulations coneictP@ttern is considered, since the direction of arrival of the
on the proposed algorithm on scenarios of practical intere80n authorized transmission is not known. As a consequence,

Finally, in SectionlV some conclusions are drawn togethdpdicating with thery, k = 1,..., K, the k-th signal acquired
with some hints for possible future developments. by the sensing GEO Earth station, the NAU detection problem

can be formulated as the following binary hypothesis test

1dc % .............
NGEO nori™.,
| r

authorized
transmission

NON-AUTHORIZED',
SECONDARY }
NETWORK

B) NGEO
Earth station ..

Il. SYSTEM MODEL AND PROPOSED SOLUTION .
Hy : 1k = 0gecfgect’ ¥ Sgeak + N 1)

This section introduces the problem of the detection of a :
P { Hy:r = Ugedfgeoe'wsgeqk + Nk + OnauSnauk

non-authorized user (NAU) in satellite cognitive communic
tions despite the licensed primary user (PU) communicatiomheren; ~ €N(0,20?) is the noise term contribution which
More in details, the assumption herein made is that beyohdrein modeled as a zero-mean complex white Gaussian ran-
a GEO satellite, which has the license to transmit over dom variabley ~ U(0, 27) is the random phase modeling the
specific frequency band, a non authorized NGEO system (iahannel propagating effects uniformly distributed [in 2],

NAU) transmits at the same time and on the same frequerayd that can be neglecting within the sensing framework
bands. Since the aim of the NAU is to exploit the spectraince the developed sensing system is essentially basddton t
resource without any impact on the licensed communicatiomsiergy exploitation. Furthermorgyeq . is the k-th symbol of

it is characterized by a very low transmitting power (tyflica the GEO satellite transmitted with powegeo, whereassnayx
below the noise floor), aimed at hiding its presence. In faggpresents thé-th transmitted symbol by the NAU with power
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o2,, that is typically below the noise floor.{] and assumed context,| - || is the Euclidean norm of its argument, anlf

also sharing an isotropic antenna. Additionaflj, is a scaling is the transpose conjugate operator.

factor modeling the overall link budget from the satellite t Note that, the last equality int) is justified by the indepen-

the Earth station that is described by the following equmatiaience between the zero-means GEO signal, the non authorized
[14] transmission and the noise component, that is

c

2
Egeo = G maGgeo0a) (W) AgAc, ) E[R{s'f}] =E [R{s'n}] =E {%{ﬁn}} =0. (5)

whereG ¢ max indicates the maximum gain of the sensing GEO Therefore, 4) can be rewritten as

Earth station receiving antenn@geq(6.4) represents the gain

of the PU (i.e., the GEO satellite) antenna in the direction [z = Ogeo+ Tpay+ 07, (6)
toward the sensing GEO Earth station, ¢ = 3 x 10°
m/s is the speed of lightf, is the satellite operating central
frequency, andic ; is the distance between the GEO satellite K

and the sensing GEO Earth station. Finally, the two quasstiti fio = irTr - 1 Z 72, 7
A, and A, describe the gaseous and the cloud/fog absorption K K 1

factors, respectivelyl[], [20].

whereas a possible estimate, gay is given by

with | - | indicating the modulus of the complex quantity
argument. In a similar way, the fourth-order moment of
A. Testing for the presence of a non authorized transmission  the received signal is formally defined as

To take a decision about the presence or absence of the non _E 4 8
authorized satellite signal in the band under test, prol{l&m fa = [HS +f 4| } ’ ®)
can be recast in a more compact matrix form, i.e., that can be demonstrated (s€€][to deepen into the mathe-

matical details) to be also equal to
{ Hy: r=s4+n

H :r=s+f+n’ (3)

- 4 4 4
wheren ~ N(0,20%I) is the noise contribution modeled pa=E [”8” } +E {HfH } TE {Hn” }
as a K-dimensional white Gaussian column vector (with — 4 [”8”2} E [”nm 1 4R [”f”?] E [”nm
I indicating the identity matrix of sizeK x K), s =

Ogecfged’ ¥ [Sgeal, - - - » Sgearc]” is the K-dimensional column +4E [||s||2} E [||f||2}
vector comprising thel” samples of the GEO signal, while 4 i 4 9 9 9 9 9 9
F = onalSnaul, - -, snaur]? is the K-dimensional column = Ogeot Onaut 207 + 40gednaut+ 40ged”” + 40na s

vector containing the samples of the non authorized trastsmi ©)
sion. Now, to solve problem3}, a test based on the power Analogously to the evaluation of the second-order moment,
of the hidden transmitted signaf,, is used. In particular, as a possible estimate fqr, is given by
better described in the following, the decision variableis
estimate ob2,, derived from the higher-order moments of the . 1 & 4
received data as in2[l]. More precisely, since the unknown Ha =7 Z I7x]".
guantities involved in ) are the three powers of the GEO k=1
signal, the non authorized transmitted signal, and theenois Finally, following the same line of reasoning used for the
we resort to the evaluation of the second-, fourth-, anchsixtPrevious moments, the six-order moment of the receivedasign
order moments of the received signal, that are expresseddantified byus can be expressed by
closed-form in terms of these unknown quantities (in fact,
we should use at least three estimated moments to provide _ 6

. ; e estima o =E [Is+ £ +nl’]
a unique solution). So, let indicate witl, the second-order
moment of the received signal, defined as = 0geo+ Tpaut 60° + 90geiau+ 90 nalgeo + 90ged”

(10)

+900a0” + 1805 + 180700 + 360gegna
po =E[||s+ f +nl?| (12)
r with an estimate for it that is given by
=E [|IsI*] +E[I1?] + E[IIn)?] "

K
+2E [R{s' f}] + 2E [R{s'n}] + 2E {éﬁ{ﬂn}} fis = % Z |56 (12)
k=1

TR 2 2
=E lIsI*] +E[I£1?] + E[In)?], y
L Now, exploiting €), (9), and (1), the powers of the three
having indicated witHR the real part of the argument; more-involved signals’ contributions, Vizoge, op,, ando?, can
over, E denotes the statistical expectation with respect te derived by solving the following non-linear system of

a random variable that can be easily identified within thequations
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IIl. NUMERICAL SIMULATION STUDIES

— 2 2 2
H2 = Ogeot Opayt+ O

_ 4 4 4 2 2 2 2 2 . . . . .
Ha = U%eo+agau+206 +4C’91eo"gau+4agleo"2 JF4C’nai: ,  This section discusses results of computer simulations
He = o'gfo':anau_" SU 4"‘ 90geognau4+ ganal,ggeo;' 92C’geof’ aimed at assessing the performance of the proposed method-
+90nap” + 180ge™ + 180750" + 36056 nad ology in terms of non authorized transmission detection in

) ) o . ) (1_3) satellite communication systems. To do this, the analyaes h
with the sample estimatgs, /i1, and/is, respectively derived peen conducted following the Monte Carlo paradigm to eval-
in (7), (10), and (2), used in (3) in place of the unknown 546 the detection probability?) of the non authorized user
momentsyiz, (14, andus. More precisely, it can be shown that,nger several transmitting power conditions. More prégise
(13 has a unique possible solutiond], that is a total of 10* independent trials have been done to evaluate

Pp, whereas the detection threshold has been set through
, ~ 1 ~ the rule of performingl00/ P independent runs in order to
Ggeo = \/ 2015 — fia cOS (g) + \/5 (fia — 2/13) cos (25), ensure a nominal false alarm probability equaPa = 102,
(14) Additionally, the simulation parameters set-up comprithes
availability of 10° independent and identically distributed
52— \/ﬁcos (1) B \/} (fia — 2/i2) cos (21) (i.i.d.) samples at the sensing Earth station having theranat
nau Ha = Ha 3 g M4 T 2K 3/’ with a gain of 50 dBi, and assuming the overall system
(15) working at a central operating frequency in the downlink

and phase equal to 18.48 GHz. Additionally, the PU is located
at an elevation of 35678 km, whereas the gaseous and cloud
6% = fig — 21/2013 — fi4 cos (%) , (16) absorption factors are set to 2 dB and 1 dB, respectively.
with Figure 2 shows P, versus the SNR at the receiver side
parametrized to different values of non authorized trassion
V16(2023 — f1a)3 — (1203 — Yfafia + fie)? power below the noise level, viz2,, = [-11, -9, -7, —5] dB
7 = arctan ( —1243 + 9fizfis — fis ) and nominallycfgeo = 0 dB. More precisely, the considered

simulation settings assume that the actual disturbance var
ance varies within a specific interval, namely it is assumed
o2 ~ U(0?/p,pa?), with the parametep, which rules the
amount of uncertaintyZ4], set equal tol dB. In the above
related to the case of no-transmission, ‘ﬂgeo: 52, that is illustrated situation both the_ method_ of4] and the classic

of no interest for the specific work. After all these premjse§neray detector (ED)I[] fail in detecting the NAU user as a
indicating with 7, a suitable detection threshold, the final tegtonseauence of the fact that they are based on the evaluation

for revealing the presence of a non authorized transmissighhe signal's energy. In fact, the_|r2 curves show very low
exploits as decision variable the estimateso@f, given in detection values, i.efb ~ Pra = 10" As to the proposed

+,  for 2[13 # ju.
17)

As a matter of fact, the situation for whicyi = /4 is

(19), that is method, thePy curves derived applying the threshold in the
asymptotic Gaussian approximation regime are also display
H, Now, from a first visual inspection of the curves of Figure
L2 > 2, it is evident the capability of the proposed moment-based
Onau < (18)

method in revealing the undesired transmission for low SNR
values. Nevertheless, as expected s tend to reduce more
namely if 62,, > 1, we assume the presence of the NAUand more as the GEO satellite power increases with respect
otherwise we decide for its absence. to the thermal noise floor. In fact, for high SNR values, the

It is worth to observe that the estimated second, forth, aR#fiorithm is not yet capable of correctly detecting the NAU.
Sixth moments are asymptotica"y (|d(; — +OO) Gaussian II’I addition, the curves Of F|gur@ emphasize the dlffICU|tIeS
for the Khintchine’s Strong Law of Large Numbergzl Of the -deVi-SGd methodology in detecting the NAU When |t
and that the variablé2,, is a non-linear but differentiable transmits with a very low power.
function of such random variables. As a consequence, if weNow, to corroborate further with the results shown in Figure
limit Taylor's polynomial expansion of that function (inegh 2, the next plot of Figure depicts theP; as a function of the
neighborhood of moments’ true values) to first order termSIAU power, 02, The graph shows the curves for different
while all the estimation errors of the moments go to zer&NRs, viz. SNR= [8,14,20,26,30] dB. As expected, the
then even the testing variabl&, , tends to be asymptotically trend of growth of theP, with respect to the NAU power
Gaussian with mean equal @?,, under both hypotheses.is clearly observed. Moreover, the curves associated with |
This leads to conclude that the performance in terms 8NRs reach higher and high&p values for lower and lower
detection and false alarm probabiliti€¢} and Pra could be o2, This behavior, from one hand underlines the effectiveness
approximately computed, for very larde€, from a theoretical of the proposed method in detecting the NAU, but on the other
point of view. Their respective expressions can be found and, it shows its limits when the NAU is capable of masking
[23] and are omitted herein for sake of brevity. itself in the noise floor with an even lower transmitting powe

Hy
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