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Abstract—This letter proposes a higher order moments-based
spectrum sensing method for detecting unauthorized accesses in
underlay cognitive satellite communication networks. Exploiting
the second, fourth and sixth-order moments of the received signal,
an estimate of the hidden signal power is evaluated. Then, the
power estimation of the unauthorized user is used as decision
variable to distinguish among the presence or absence of an
unauthorized transmission within the satellite communication
network. The effectiveness of the proposed algorithm is assessed
by simulation. The analyses have shown that it overcomes some
recently published techniques failing in detecting hidden users
in underlay cognitive satellite communications.
Index Terms—Cognitive satellite communication networks,
spectrum sensing, underlay communications, high order moments, noise uncertainty.

I. I NTRODUCTION
OGNITIVE satellite communications are emerging as a
promising solution to improve the spectrum utilization
efficiency and provide high throughput with a ubiquitous
coverage in future beyond 5G (B5G) and 6G communications
[1]. Such communications scenarios impose significant threats,
as compared to the previous generation of communication
networks, and demanding requirements are further imposed
on satellite communications [2]. To address such challenges,
recent advances in wireless network security have been further
explored in the context of cognitive satellite network [3].
Nonetheless security matters in conventional satellite networks have been effectively investigated so far, secure transmission issues in cognitive satellite communications are quite
limited. Some efforts have been carried out in satelliteterrestrial networks: Lin et al. [4] studied the security issue
of a cognitive satellite-terrestrial network, where a multiantenna BS was employed as a source of green interference to
improve the secrecy performance of primary satellite network.
In [5], authors investigated the resource allocation schemes
in a secure cognitive satellite-terrestrial network with the
presence of a multi-antennas eavesdropper. Analogously in
[6], the focus is on the designing of a hybrid satelliteterrestrial spectrum sharing system comprising several terrestrial secondary networks that cooperate with the primary
satellite network. Similarly, [7] studied the performance of
a multi-beam cognitive satellite terrestrial network where a
mobile terrestrial network (secondary) gets some resources
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of the satellite network (primary) satisfying some constraints
on the interference temperature. Then, paper [8] proposed a
secure BF scheme in cognitive satellite-terrestrial network by
minimizing the transmit power, while guaranteeing a range of
outage constraints at both the satellite and terrestrial users.
Other interesting developments can be also find in [9] where
the authors propose a method aimed at designing cognitive
overlay links within the framework of satellite communications to jointly allow the primary and the cognitive users
to transmit efficiently using the available powers. Within the
context of cognitive satellite terrestrial networks, [10] developed beamforming scheme for secure communications under
rate-splitting multiple access (RSMA) assuming the systems
operating in millimeter wave band. Moreover, [11] studied
the possibility of having multicast communication comprising
both satellite and aerial integrated network with RSMA, where
both technologies operate in the same frequency band and are
controlled by the same network. Finally, an overlay satelliteterrestrial network is also considered in [12], where beyond
the primary satellite communications, there is a terrestrial
internet-of-things network, opportunistically selected, that acts
a power-domain multiplexing to both assists the primary
network and also accesses to the spectrum.
However, to the best of our knowledge, no attention has been
dedicated to the detection of unauthorized communications
in cognitive satellite systems, where the scenario of frequency sharing is represented by the coexistence between the
geostationary (GEO) and non-geostationary (NGEO) satellite
networks. In particular, the NGEO system (i.e. the secondary
user, SU) should not incur harmful interference to the GEO
system (i.e. the primary user, PU) according to the policy
of the Radio Regulations [13]. Recently, the authors in [14]
utilize hypothesis testing and maximum posteriori to detect
NGEO satellite signals which impact GEO system. In addition,
they compare the performances of their method to the ones
of the conventional spectrum sensing approach, namely the
energy detector (ED) [15]. However, since both these two
methods exploit the signal energy, they fail in detecting
hidden communications where the SU (i.e. the unauthorized
NGEO) masks itself under the noise floor with an even lower
transmitting power.
To address such issues, we propose here a novel (and the
first to the best of our knowledge) higher order momentsbased spectrum sensing technique to detect low power unauthorized satellite communications in the presence of primary
users, i.e. in underlay spectrum communications. The recently
published IEEE 1900.1 std [16] defines spectrum underlay
as Dynamic spectrum access by secondary spectrum users
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that exploit spectral opportunities transmitting below an interference threshold, not causing harmful or even disruptive
interference to the incumbent services. Even if the unauthorized users do not cause harmful interference, they must be
effectively detected since they represent a system vulnerability.
We consider here the problem of unauthorized user detection
when the GEO satellite is working all the time since the case of
unauthorized detection when the GEO is not working has been
considered in [17] (i.e. overlay spectrum communications).
The line of reasoning of the proposed technique consists in
exploring the capabilities of the second-, fourth-, and sixthorder moments of the received (GEO plus Gaussian noise plus
unauthorized NGEO) signal to obtain an effective estimate
of the hidden signal power only. In fact, the above moments
are the best suited candidates because they can be effectively
estimated (estimation error increases with moment’s order)
and mathematically derived in a closed form. In particular,
the unauthorized NGEO signal power is estimated by linearly
combining both the second-, fourth-, and sixth-order moment
of the received samples, that is then exploited as the decision
variable to distinguish among the presence or absence of
the hidden communication. Our computer simulations show
that the devised method, in the presence of noise uncertainty,
can effectively detect such unauthorized hidden signal, while
the method in [14] and the conventional ED fail in such
a detection. Therefore, we do not provide comparisons in
our simulation tests, because of the lacks of other effective
methods for detection of underlay satellite communications.
For the reader ease, herein we summarize the main novelties
introduced in this letter:
• Study of the problem of detecting low-power underlay
spectrum satellite communications when the primary
GEO satellite is working all time;
• Development and analysis of a higher order momentsbased spectrum sensing technique for the quoted application in scenarios of practical interest.
The structure of this letter can be summarized as in the
following. Section II is devoted at formalizing the problem of
non authorized transmission detection in satellite communications as well as to derive its solution. Section III provides a
discussion of the results of numerical simulations conducted
on the proposed algorithm on scenarios of practical interest.
Finally, in Section IV some conclusions are drawn together
with some hints for possible future developments.
II. S YSTEM

MODEL AND PROPOSED SOLUTION

This section introduces the problem of the detection of a
non-authorized user (NAU) in satellite cognitive communications despite the licensed primary user (PU) communication.
More in details, the assumption herein made is that beyond
a GEO satellite, which has the license to transmit over a
specific frequency band, a non authorized NGEO system (i.e.
NAU) transmits at the same time and on the same frequency
bands. Since the aim of the NAU is to exploit the spectral
resource without any impact on the licensed communications,
it is characterized by a very low transmitting power (typically
below the noise floor), aimed at hiding its presence. In fact,

differently to jammer signals, the NAU does not provide any
damage (or the damage can be neglected) to the guesting
network because of its low power. Nevertheless, it is important
to identify the presence of these non authorized transmissions
because they can cause a vulnerability to the network directly
impacting on the providers’ costs as well as users security.
Therefore, a sensing Earth station is devoted at revealing if
a NAU is transmitting in spite of the licensed GEO system,
as pictorially reported in Figure 1. The NAU can affect both
the downlink and uplink transmissions, that can be studied
separately; however, without loss of generality as well as
to avoid redundancies in the exposition, the study is herein
focused on the downlink phase only.

Figure 1. Descriptive scenario of the satellites configuration affected by the
presence of an unauthorized user.

As to GEO system, the same system model as in [14],
[17] is used, which considers the presence of a GEO satellite
capable of transmitting with a possible power level chosen
2
2
within a finite set, viz. σgeo,L
> . . . > σgeo,1
> 0, and hence
it uses a fixed power level during the transmission period
[14]. As to the sensing Earth station, an isotropic radiating
pattern is considered, since the direction of arrival of the
non authorized transmission is not known. As a consequence,
indicating with the rk , k = 1, . . . , K, the k-th signal acquired
by the sensing GEO Earth station, the NAU detection problem
can be formulated as the following binary hypothesis test


H0 : rk = σgeo ξgeo ejϕ sgeo,k + nk
H1 : rk = σgeo ξgeo ejϕ sgeo,k + nk + σnau snau,k

(1)

where nk ∼ CN(0, 2σ 2 ) is the noise term contribution which
herein modeled as a zero-mean complex white Gaussian random variable, ϕ ∼ U(0, 2π) is the random phase modeling the
channel propagating effects uniformly distributed in [0, 2π],
and that can be neglecting within the sensing framework
since the developed sensing system is essentially based on the
energy exploitation. Furthermore, sgeo,k is the k-th symbol of
2
the GEO satellite transmitted with power σgeo
, whereas snau,k
represents the k-th transmitted symbol by the NAU with power
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2
that is typically below the noise floor [18] and assumed
σnau
also sharing an isotropic antenna. Additionally, ξgeo is a scaling
factor modeling the overall link budget from the satellite to
the Earth station that is described by the following equation
[14]

2
c
2
ξgeo = GC,max Ggeo (θA )
Ag Ac ,
(2)
4πf0 dC,1

where GC,max indicates the maximum gain of the sensing GEO
Earth station receiving antenna, Ggeo (θA ) represents the gain
of the PU (i.e., the GEO satellite) antenna in the direction
toward the sensing GEO Earth station θA , c = 3 × 108
m/s is the speed of light, f0 is the satellite operating central
frequency, and dC,1 is the distance between the GEO satellite
and the sensing GEO Earth station. Finally, the two quantities
Ag and Ac describe the gaseous and the cloud/fog absorption
factors, respectively [19], [20].
A. Testing for the presence of a non authorized transmission
To take a decision about the presence or absence of the non
authorized satellite signal in the band under test, problem (1)
can be recast in a more compact matrix form, i.e.,

H0 : r = s + n
,
(3)
H1 : r = s + f + n
2

where n ∼ N(0, 2σ I) is the noise contribution modeled
as a K-dimensional white Gaussian column vector (with
I indicating the identity matrix of size K × K), s =
σgeo ξgeo ejϕ [sgeo,1 , . . . , sgeo,K ]T is the K-dimensional column
vector comprising the K samples of the GEO signal, while
f = σnau [snau,1 , . . . , snau,K ]T is the K-dimensional column
vector containing the samples of the non authorized transmission. Now, to solve problem (3), a test based on the power
2
of the hidden transmitted signal σnau
is used. In particular, as
better described in the following, the decision variable is an
2
estimate of σnau
derived from the higher-order moments of the
received data as in [21]. More precisely, since the unknown
quantities involved in (3) are the three powers of the GEO
signal, the non authorized transmitted signal, and the noise,
we resort to the evaluation of the second-, fourth-, and sixthorder moments of the received signal, that are expressed in
closed-form in terms of these unknown quantities (in fact,
we should use at least three estimated moments to provide
a unique solution). So, let indicate with µ2 the second-order
moment of the received signal, defined as

context, k · k is the Euclidean norm of its argument, and (·)†
is the transpose conjugate operator.
Note that, the last equality in (4) is justified by the independence between the zero-means GEO signal, the non authorized
transmission and the noise component, that is
h
i




E ℜ{s† f } = E ℜ{s† n} = E ℜ{f † n} = 0.

(5)

Therefore, (4) can be rewritten as

2
2
µ2 = σgeo
+ σnau
+ σ2 ,

(6)

whereas a possible estimate, say µ̂2 , is given by
µ̂2 =

K
1 †
1 X
r r=
|rk |2 ,
K
K

(7)

k=1

with | · | indicating the modulus of the complex quantity
argument. In a similar way, the fourth-order moment µ4 of
the received signal is formally defined as
i
h
(8)
µ4 = E ks + f + nk4 ,

that can be demonstrated (see [18] to deepen into the mathematical details) to be also equal to
i
i
h
i
h
h
4
4
4
µ4 = E ksk + E kf k + E knk
h
i h
i
h
i h
i
2
2
2
2
+ 4E ksk E knk + 4E kf k E knk
i
i h
h
2
2
+ 4E ksk E kf k

4
4
2
2
2
2
= σgeo
+ σnau
+ 2σ 4 + 4σgeo
σnau
+ 4σgeo
σ 2 + 4σnau
σ2 .
(9)

Analogously to the evaluation of the second-order moment,
a possible estimate for µ4 is given by
K
1 X
µ̂4 =
|rk |4 .
K

(10)

k=1

Finally, following the same line of reasoning used for the
previous moments, the six-order moment of the received signal
identified by µ6 can be expressed by
i
h
6
µ6 = E ks + f + nk

4
6
6
4
2
4
2
σnau
+ 9σnau
σgeo
+ 9σgeo
σ2
= σgeo
+ σnau
+ 6σ 6 + 9σgeo

4
2
2
2
2
+ 9σnau
σ 2 + 18σgeo
σ 4 + 18σnau
σ 4 + 36σgeo
σnau
σ2 ,

h

2

i

µ2 = E ks + f + nk
i
i
h
i
h
h
2
2
2
= E ksk + E kf k + E knk
h
i




+ 2E ℜ{s† f } + 2E ℜ{s† n} + 2E ℜ{f † n}
i
i
h
i
h
h
2
2
2
= E ksk + E kf k + E knk ,

(11)
with an estimate for it that is given by
(4)

having indicated with ℜ the real part of the argument; moreover, E denotes the statistical expectation with respect to
a random variable that can be easily identified within the

µ̂6 =

K
1 X
|rk |6 .
K

(12)

k=1

Now, exploiting (6), (9), and (11), the powers of the three
2
2
involved signals’ contributions, viz. σgeo
, σnau
, and σ 2 , can
be derived by solving the following non-linear system of
equations
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2
2
µ2 = σgeo
+ σnau
+ σ2



4
4
2
2
2
2
µ4 = σgeo
+ σnau
+ 2σ 4 + 4σgeo
σnau
+ 4σgeo
σ 2 + 4σnau
6
6
6
4
2
4
2
4
σ2
 µ6 = σgeo + σnau + 6σ + 9σgeo σnau + 9σnau σgeo + 9σgeo


4
2
2
4
2
4
2
2
2
+9σnau σ + 18σgeo σ + 18σnau σ + 36σgeo σnau σ
(13)
with the sample estimates µ̂2 , µ̂4 , and µ̂6 , respectively derived
in (7), (10), and (12), used in (13) in place of the unknown
moments, µ2 , µ4 , and µ6 . More precisely, it can be shown that
(13) has a unique possible solution [18], that is

2
σ̂geo

2
σ̂nau

q
 γ
γ  r1
2
+
(µ̂4 − 2µ̂22 ) cos 2 ,
= 2µ̂2 − µ̂4 cos
3
2
3
(14)
r
q
γ 
 γ
1
= 2µ̂22 − µ̂4 cos
(µ̂4 − 2µ̂22 ) cos 2 ,
−
3
2
3
(15)

and
σ̂ 2 = µ̂2 − 2
with
γ = arc tan
+ π,

q
γ 
2µ̂22 − µ̂4 cos
,
3

(16)

!
p
16(2µ̂22 − µ̂4 )3 − (12µ̂32 − 9µ̂2 µ̂4 + µ̂6 )2
−12µ̂32 + 9µ̂2 µ̂4 − µ̂6

for 2µ̂22 6= µ̂4 .
(17)

As a matter of fact, the situation for which 2µ̂22 = µ̂4 is
2
2
related to the case of no-transmission, viz. σ̂geo
= σ̂nau
, that is
of no interest for the specific work. After all these premises,
indicating with η a suitable detection threshold, the final test
for revealing the presence of a non authorized transmission
2
exploits as decision variable the estimates of σnau
given in
(15), that is
H1
> η,
2
σ̂nau
<
H0

(18)

2
namely if σ̂nau
> η, we assume the presence of the NAU,
otherwise we decide for its absence.

It is worth to observe that the estimated second, forth, and
sixth moments are asymptotically (i.e., K → +∞) Gaussian
for the Khintchine’s Strong Law of Large Numbers [22]
2
and that the variable σ̂nau
is a non-linear but differentiable
function of such random variables. As a consequence, if we
limit Taylor’s polynomial expansion of that function (in the
neighborhood of moments’ true values) to first order terms,
while all the estimation errors of the moments go to zero,
2
then even the testing variable σ̂nau
tends to be asymptotically
2
Gaussian with mean equal to σnau
under both hypotheses.
This leads to conclude that the performance in terms of
detection and false alarm probabilities PD and PFA could be
approximately computed, for very large K, from a theoretical
point of view. Their respective expressions can be found in
[23] and are omitted herein for sake of brevity.

SIMULATION STUDIES

This section discusses results of computer simulations
aimed at assessing the performance of the proposed methodology in terms of non authorized transmission detection in
satellite communication systems. To do this, the analyses have
been conducted following the Monte Carlo paradigm to evaluate the detection probability (PD ) of the non authorized user
under several transmitting power conditions. More precisely,
a total of 104 independent trials have been done to evaluate
PD , whereas the detection threshold has been set through
the rule of performing 100/PFA independent runs in order to
ensure a nominal false alarm probability equal to PFA = 10−2 .
Additionally, the simulation parameters set-up comprises the
availability of 106 independent and identically distributed
(i.i.d.) samples at the sensing Earth station having the antenna
with a gain of 50 dBi, and assuming the overall system
working at a central operating frequency in the downlink
phase equal to 18.48 GHz. Additionally, the PU is located
at an elevation of 35678 km, whereas the gaseous and cloud
absorption factors are set to 2 dB and 1 dB, respectively.
Figure 2 shows PD versus the SNR at the receiver side
parametrized to different values of non authorized transmission
2
power below the noise level, viz. σnau
= [−11, −9, −7, −5] dB
2
and nominally σgeo = 0 dB. More precisely, the considered
simulation settings assume that the actual disturbance variance varies within a specific interval, namely it is assumed
σa2 ∼ U σ 2 /ρ, ρσ 2 , with the parameter ρ, which rules the
amount of uncertainty [24], set equal to 1 dB. In the above
illustrated situation both the method of [14] and the classic
energy detector (ED) [15] fail in detecting the NAU user as a
consequence of the fact that they are based on the evaluation
of the signal’s energy. In fact, their curves show very low
detection values, i.e. PD ≈ PFA = 10−2 . As to the proposed
method, the PD curves derived applying the threshold in the
asymptotic Gaussian approximation regime are also displayed.
Now, from a first visual inspection of the curves of Figure
2, it is evident the capability of the proposed moment-based
method in revealing the undesired transmission for low SNR
values. Nevertheless, as expected the PD s tend to reduce more
and more as the GEO satellite power increases with respect
to the thermal noise floor. In fact, for high SNR values, the
algorithm is not yet capable of correctly detecting the NAU.
In addition, the curves of Figure 2 emphasize the difficulties
of the devised methodology in detecting the NAU when it
transmits with a very low power.
Now, to corroborate further with the results shown in Figure
2, the next plot of Figure 3 depicts the PD as a function of the
2
NAU power, σnau
. The graph shows the curves for different
SNRs, viz. SNR = [8, 14, 20, 26, 30] dB. As expected, the
trend of growth of the PD with respect to the NAU power
is clearly observed. Moreover, the curves associated with low
SNRs reach higher and higher PD values for lower and lower
2
σnau
. This behavior, from one hand underlines the effectiveness
of the proposed method in detecting the NAU, but on the other
hand, it shows its limits when the NAU is capable of masking
itself in the noise floor with an even lower transmitting power.

© 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.See https://www.ieee.org/publications/rights/index.html for more information.

This article has been accepted for publication in IEEE Networking Letters. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/LNET.2021.3110662

5

1
2
nau
2
nau
2
nau
2
nau

0.8

= -11 dB
= -9 dB
= -7 dB
= -5 dB

method of [14]
ED

PD

0.6

0.4

0.2

0
6

10

14

18
SNR (dB)

22

26

30

2
Figure 2. Detection probability versus SNR for σ2 = 0 dB and σnau
=
[−11, −9, −7, −5] dB. Thresholds are set to have a nominal PFA = 10−2
with both the Monte Carlo simulation method (dashed curves) and the
asymptotic Gaussian approximation (dotted curves).
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Figure 3. Detection probability versus σnau
[8, 14, 20, 26, 30] dB. Thresholds are set to have a nominal PFA = 10−2 .

IV. C ONCLUSIONS
This letter has introduced a novel (and the first to the best of
the authors’ knowledge) spectrum sensing technique based on
high order moments for detecting hidden unauthorized users
in underlay cognitive satellite communication networks. The
power of the unauthorized SU (i.e. the NGEO) signal is first
estimated as a linear combination of both the second-, fourth, and sixth-order moments of the received noisy signal, and
then used as the metric for performing an effective detection.
Numerical simulations have shown that conventional detectors
fail in performing such a detection while the proposed method
can effectively detect hidden unauthorized signals in underlay
cognitive satellite communications.
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